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Abstract. Logical puzzles are an interesting field for evaluating logical
calculi. We try to formalise the Russian Cards Problem using an algebrai-
sation based on a boolean semiring and algebraic knowledge operators.
With this, we are able to formulate some of the properties of the puzzle.
Furthermore we make a proposal for updates which destroy knowledge.
This is needed in the puzzle because a proposition like “agent b does not
know a’s cards” has to be revised as soon as a announces her cards.

1 Introduction

There are many logical puzzles like those of the wise men or the muddy children,
for which it is an interesting challenge to solve them using logical calculi. For the
mentioned puzzles this is done with an algebraic formulation of knowledge within
modal semirings in [Möl08]. The Russian Cards Problem is also an interessting
puzzle; it was originally presented at the Moscow Mathematics Olympiad in 2000
and received its name from [Dit03], where it was at first logically analysed using
a model-theoretic approach. The setting of the (general) Russian Cards Problem
RCPn.n.k is as follows:

There are three players a, b and e and a stack of 2n+ k distinguishable
cards. The players a and b each get n cards while e gets k cards. Now
a has to tell b her cards by public announcements so that b learns all of
a’s cards. But e must not learn any of the cards of a and b.

There are also newer model-theoretic investigations of this problem, for ex-
ample in [WKE09]. Altough the number of states is kind of “small” for typical
Instances like RCP2.2.1 and RCP3.3.1, this approach leads to a tedious formalism
and very problem-oriented argumentations on the model.

With regard to practical applications in the protocol safety analysis it is de-
sirable to get a more abstract view. Therefore we try to present an algebraic
approach. The treatment of knowledge in this puzzle turns out to be quite dif-
ficult: For the logical reasoning one needs not only the “positive knowledge” of
the agents but also their ignorance, i. e. the knowledge that they do not know
certain facts. But due to public announcements this ignorance can be destroyed.
So the “knowledge about ignorance” has to be updated in a adequate way.



The usual update mechanisms only allows an agent to learn new knowledge
but it does not allow to forget initial knowledge. This seems to be reasonable
as the agents are usually modelled as “perfect reasoners” who should not forget
potential useful knowledge. But if initially the proposition p = “a does not know
the cards of b” is common knowledge and afterwards b announces “I have card 0”
then p becomes false.

From the model-theoretic view, this can be easily handled by changing the
model. From the algebraic view, this turns out to be problematic: Once setting
p = 1 means that in any term where ¬p appears one gets ¬p = ¬p · 1 = ¬p · p =
0 by the neutrality of 1 and the test property p · ¬p = 0. To avoid this we
suggest an update formalism, where different states provide a different 1. Public
announcements lead to transitions between these states and change the 1.

We apply this formalism to the Russian Cards Problem. We will not present a
proof of a solution of the puzzle, but some ideas on how to axiomatize properties
of the puzzle algebraically and a formalism to represent public announcements
which are able to destroy knowledge.

2 The formalisation of the problem

We will now present an algebraic formalisation of this problem. For it we define
a boolean semiring, algebraic knowledge operators and some assumptions which
model the setting of RCP2.2.1.

Definition 1. A boolean semiring (or test semiring) is a structure (test,+, 0, ·, 1)
where (test,+, 0) and (test, ·, 1) are commutative and idempotent monoids and
· distributes over + (and · is often omitted). The natural order is given by
a ≤ b :⇔ a + b = b. We require for all p ∈ test that p ≤ 1 and the complement
is denoted by ¬p which fulfils p ¬p = 0 and p+ ¬p = 1.

The interpretation of + is the conjunction while · is the disjunction, 1 and
0 represent true and false. An important consequence from this definition is
p ≤ pq for p, q ∈ test. So ≤ can be interpreted as logical weakening. p ≤ q is also
equivalent to p → q = 1 where p → q = ¬p+ q.

Definition 2. The knowledge of a proposition p by an agent i is denoted by Kip.
Common knowledge of p by a set of agents A is denoted by C p. Semiformally
this can derived from knowledge by: Ep :=

∏

i∈I Ki p (which means that everyone
knows p) and C p = E p · E E p · E E E p · .... For the axiomatization of K within a
semiring with box operator we refer to [Möl08].

Now we give some definitions for RCP2.2.1: C := {0, ..., 4} is the set of cards,
A := {a, b, e} the set of agents (or players). xi for x ∈ A and i ∈ C is true
(xi = 1) if player x possesses card i and false (xi = 0) otherwise. We formalise
the fact that a and b have two cards while e has only one card (CpA for Cards



per Agent):

xixj =
∏

k∈C\{i,j}

¬xk for x ∈ {a, b}

ei =
∏

k∈C\{i}

¬ek
(CpA)

Next we formalise the Uniquenes of Card (UC), i.e.: If one agent holds a card,
no one else holds this card:

xi =
∏

y∈A\{x}

¬yi for i ∈ C, x ∈ A (UC)

Now we come to some assumptions about the knowledge of the agents. At
first we give some consequences of the axiomatizations (in [Möl08]) of K and C

for p, q ∈ test which we will use later on. We have for X ∈ {Ki,C} :

p ≤ q ⇒ Xp ≤ Xp isotony (1)

Xp ≤ p reflexivity (2)

X(p → q) = Xp → Xq normality (3)

X(pq) = Xp Xq conjunctivity (4)

While Ki φ expresses only the (positive) knowledge that φ is true, we need in
the following an operator which expresses that an agent knows whether φ or ¬φ
holds. This operator is introduced in [Har96] as the whether operator :

Wi p := Ki p+ Ki ¬p (5)

Using reflexivity we can retrieve Ki from Wi by:

Ki p = p Wi p (6)

Now we formulate some of the epistemic properties of RCP2.2.1. We assume
that it is common knowledge that every agent x ∈ A knows her own cards, i. e.
knows whether she has a certain card or not (KnC for Knowledge of Cards):

1 = Kn(x) := C
∏

i∈C

Wx xi (KnC)

With the following formula we can express that the agent x ∈ A does not know
the cards of the other agents, i. e. does not know if they have a certain card or
not (IgC for Ignorance of Cards):

Ig(x) := C
∏

y∈A\{x}

∏

i∈C

¬Wx yi (IgC)

But postulating Ig(x) = 1 for x ∈ A is not very helpful in the epistemic context:
While Kn(x) is always true in the sense that agents never forget their knowledge,
Ig(x) should be false as soon as one agent announces (truthfully) one of her cards.



For the time being we conclude the assumptions for this puzzle. One im-
portant property is still missing: The agent e (the “intruder”) knows that the
goal of the communication between a and b is that b learns a’s cards from her
anouncements. This increases the knowledge of e significantly like example 1
in [WKE09] shows. We will return to this property, when we have introduced
updates.

3 Public announcements

With the given assumptions and by additionally assuming Ig(x) = 1 we have
formalised the initial situation. But now we want to formalise announcements of
the agents. To show how the formalism works principally, we reproduce example 6
of [Dit03]. We want to show that after a announces “If I have card 2 then b has
card 0” it is common knowledge that a does not have card 2. This is clearly true
because a has no initial knowledge about the cards of b (formalised in Ig(a) = 1).
Formally we want to show:

C (Ka (a2 → b0)) ≤ C ¬a2 (7)

We will assume that Ig(a) = 1 because without this we would not be able to
prove this. We should not assume that Ig(b) = 1 or Ig(e) = 1 because this is
in contradiction to C ¬a2 and would imply that the right side of the inequation
is 0. At first we have by normality (3):

Ka (a2 → b0) ≤ Ka a2 → Ka b0 (8)

With this we get:

C (Ka (a2 → b0))

= {[ Ig(a) = 1, Kn(a) = 1 ]}

C (Ka (a2 → b0)) Ig(a) Kn(a)

≤ {[ (8), normality (3), isotony C (1), (KnC), (IgC), ]}

C (Ka a2 → Ka b0) C (¬Wa b0) C (Wa a2)

≤ {[ contraposition, definition W (5), isotony C (1) ]}

C (¬Ka b0 → ¬Ka a2) C (¬Ka b0) C (Ka a2 + Ka ¬a2)

≤ {[ conjunctivity C (4), modus ponens ]}

C (¬Ka a2) C (Ka a2 + Ka ¬a2)

= {[ conjunctivity C (4), test property ]}

C (Ka ¬a2 ¬Ka a2)

≤ {[ reflexivity K (2), isotony C (1) ]}

C ¬a2



We assumed that this “announcement” becomes common knowledge. But be-
cause of C (¬a2)¬Wb (a2) = 0 we have Ig(b)C¬a2 = 0, i. e. C¬a2 is in contradic-
tion to Ig(b). What we want here is a weakened element Ig′(b) with Ig(b) ≤ Ig′(b)
so that Ig′(b)C¬a2 6= 0. Additionally Ig′(b) should be “minimal” in order to re-
move as less as possible from the conjunction. In this concrete example this
element should be:

Ig′(b) := C
∏

y ∈ A\{x}, i ∈ C

¬(y = a ∧ i = 2)

¬Wb yi (9)

4 Updates

To remove all the parts of a conjunction p which are in contradiction to q we
would like to have an update operator −× : test × test → test which has the
following properties:

– p−× q = p for p ≤ q: Updating a test with itself or a greater element preserves
the test.

– p−× q = 1 for q ≤ ¬p: Updating with its negation or a lesser element destroys
all information.

– (pq)−× ¬q = p for p, q “independent”; at least p, q have to be uncomparable
and pq 6= 0. Updating with the negation of one part of the conjunction
removes this part.

We tried to formalise this kind of update and the required conditions but did
not yet succeed. Finally we would like to have a shorter expression for Ig′(b)
defined in (9):

Ig′(b) = Ig(b)−× C a2

If this would work, the idea is to define public announcements based on this
update operator. We have a grammar for propositions and announcements of
propositions where p is an atomic test and !p means the announcement of p:

φ ::= p | ¬φ | φ1 + φ2 | Ki φ | C φ π ::= φ | !φ | π1π2

We summarise the formulas built by π in the set upd. The interpretation of the
φ-formulas is as before. To interpret the formulas with announcements we define
states s0, s1, s2, ... which provide different ones v0, v1, v2, .... We write si � p to
express that p = 1 holds in the state i. We have si � vi for all i. The inductive
interpretation for p, q ∈ test, x ∈ upd is as follows:

si � p !q x ⇐⇒ si � p ∧ si+1 � x with vi+1 := (vi −× q)q

Every announcement !q creates a new state where 1 = vi+1. To derive vi+1 from
vi the minimal weakening is taken so that there is no contradiction with q (the
update operator) and q is assumed to be true (the conjunction). While p is a test,



x can contain other announcements, so the expression is inductively interpreted
from left to right.

For example if we have “independent” p, q so that (pq) −× ¬q = p holds, we
are able to change q = 1 to q = 0 from state i to (i+ 1):

vi = pq ∧ si � !¬q ⇒ vi+1 = p ¬q

5 Conclusion and Outlook

We have formalised the initial conditions of the Russian Cards Problem and pre-
sented an idea how to work with public announcements which destroy knowledge.
We have not yet found an adequate formal definition of the update operator.

Assuming that this update operator can be formalised, the presented ap-
proach still does not allow to express that agent e knows that a wants to tell b
its cards. If pa is the announcement of a then one could write for “b learns a’s
cards after a announced pa”:

1 = C

(

!(C pa)
∏

i∈C

Wb ai

)

(10)

But formulas with C (!p) are not contained in the given grammar. Allowing such
formulas would mean that the agents posses “meta knowledge” about the update
mechanism which will probably cause other problems.

Perhaps a direct algebraic axiomatisation of an announcement operator would
be helpful. One axiom could be ¬p! p ≤ p, i. e. former knowledge which contra-
dicts the announcement is removed. In [Sol10] a knowledge revision operator
within a modal semiring is introduced and this may be helpful for our work.
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